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Background

Graph Neural Networks (GNNs) are a flexible tool for learning over graphs

G = (V ,E ,X)

V = {u0 . . . un} is the set of nodes
E ⊆ V × V is the set of edges
X ∈ Rn×d are the node features

h0
u = xu

hl
u = updatel(hl−1

u , aggrl({{hl−1
v : v ∈ N(u)}}))
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Background

Graph Neural Networks (GNNs) are a flexible tool for learning over graphs

h0
u = xu

hl
u = updatel(hl−1

u , aggrl({{hl−1
v : v ∈ N(u)}}))

I aggr is a permutation-invariant function, like mean or sum
I update is a permutation-equivariant function, like a Multi-Layer Perceptron
I (Many) variants exist 1

1https://pytorch-geometric.readthedocs.io/en/latest/modules/nn.html
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Background

Graph Neural Networks (GNNs) are a flexible tool for learning over graphs

h0
u = xu

hl
u = updatel(hl−1

u , aggrl({{hl−1
v : v ∈ N(u)}}))

Node classification
yu = MLP(hL

u)

Graph classification
y = MLP(aggr({{hL

v : v ∈ V }}))

Edge classification
yu,v = MLP(hL

u , hL
v )
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Background

Graph Neural Networks (GNNs) are a flexible tool for learning over graphs

h0
u = xu

hl
u = updatel(hl−1

u , aggrl({{hl−1
v : v ∈ N(u)}}))

We focus on GNNs, but our insights carry to Graph Transformers and GFM
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Why Explainability
GNNs are black-boxes

ToxicGNN

Consequences for:

I Human trust
I Model debugging
I Regulatory compliance

9 / 41



Why Explainability
GNNs are black-boxes

ToxicGNN

Consequences for:

I Human trust
I Model debugging
I Regulatory compliance

9 / 41



Why Explainability
GNNs are black-boxes

ToxicGNN

Consequences for:

I Human trust
I Model debugging
I Regulatory compliance

9 / 41



Why Explainability - Examples

From Unmasking Clever Hans Predictors and Assessing What Machines Really Learn. Lapuschkin et al., 2019
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Why Explainability - Examples

From IAM Graph Database Repository for Graph Based Pattern Recognition and Machine Learning. Riesen & Bunke, 2008

GNNs can distinguish active from inactive by counting the number of nodes2

2Logical Distillation of Graph Neural Networks. Pluska et al., 2025
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Post-hoc Explainability

Post-hoc Explainability aims to explain an already trained model

What is an explanation?
What does it look like?

I Subgraph of the input
I Small, most relevant subgraph, etc …

I Logic formulas
I Global Explainability of GNNs via Logic Combination of Learned Concepts. Azzolin

et al., ICLR 2022
I Logical Distillation of Graph Neural Networks. Pluska et al., KR 2024
I GraphTrail: Translating GNN Predictions into Human-Interpretable Logical Rules.

Armgaan et al., NeurIPS 2024
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Ante-hoc Explainability

Design GNNs with interpretability in mind

I Subgraph-based
I Our focus …

I Additive Models
I The Intelligible and Effective Graph Neural Additive Network. Bechler-Speicher et

al., NeurIPS 2024.
I Logic formulas

I On Logic-based Self-Explainable Graph Neural Network. Ragno et al., NeurIPS 2025.
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Ante-hoc Explainability

Self-explainable GNNs (SE-GNNs) generate subgraph explanations during
inference

RG
Toxic

Explanation
Extractor

e(G)

Classifier
g(e(G))

I Miao et al., Interpretable and Generalizable Graph Learning via Stochastic Attention. ICML 2022
I Wu et al., Discovering Invariant Rationales for Graph Neural Networks. ICLR 2022
I Gui et al., Joint Learning of Label and Environment Causal Independence for OOD

Generalization. NeurIPS 2023
I Chen et al., How Interpretable Are Interpretable Graph Neural Networks? ICML 2024
I Tai et al., Redundancy Undermines the Trustworthiness of Self-Interpretable GNNs. ICML 2025
I ...
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Ante-hoc Explainability - SEGNNs

RG
Toxic

Explanation
Extractor

e(G)

Classifier
g(e(G))

I Explanation Extractor e and Classifier g implemented as GNNs

I e predicts the importance of each edge eu,v
I g performs the final task

I e and g jointly trained with
I Cross-Entropy
I Regularization losses (sparsity, etc …)
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Ante-hoc Explainability - SEGNNs

From Interpretable and Generalizable Graph Learning via Stochastic Attention Mechanism.
Miao et al., ICML 2022
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Ante-hoc Explainability - SEGNNs

How good are SE-GNNs’ explanations?

22 / 41



Ante-hoc Explainability - SEGNNs

How good are SE-GNNs’ explanations?

SE-GNN explanations can be:
I redundant3

I ambiguous4

I can be affected by spurious correlations5

Are there some pathological failure cases we should be aware of?
This talk: In some cases, explanations can be totally uninformative!

3Tai et al., Redundancy Undermines the Trustworthiness of Self-Interpretable GNNs. ICML 2025
4Azzolin et al., Beyond Topological SE-GNNs: A Formal Explainability Perspective. ICML 2025
5Wu et al., Discovering Invariant Rationales for Graph Neural Networks. ICLR 2022
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Ante-hoc Explainability - Degenerate SEGNNs

Task

𝟙

and
are uncorrelated with

Accurate GNNs must use
and
SE-GNNs can be accurate
while provide only and
as explanations

This is what we call
degenerate explanations.

GNN Explanations that do not Explain and How to find Them. Azzolin et al., ICLR 2026
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Ante-hoc Explainability - Degenerate SEGNNs
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Ante-hoc Explainability - Degenerate SEGNNs

as
1.0

a
-1.0

young
-1.0

woman
-1.0

of
1.0

great
-1.0

charm
-1.0

generosity
-1.0

and
-1.0

diplomacy
-1.0

,
-1.0

.
-1.0

Class=1 Prediction=1.0  

some
-1.0

movies
-1.0

suck
-1.0

you
-1.0

in
0.95

despite
-1.0

their
-1.0

flaws
-1.0

,
-1.0

.
-1.0

Class=1 Prediction=1.0  

27 / 41



Ante-hoc Explainability - Degenerate SEGNNs

Degenerate explanations are not an artifact, but the optimal solution of several
SEGNNs!
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Ante-hoc Explainability - Degenerate SEGNNs

Theorem 1. (simplified)
I Let DG×Y be a data distribution with deterministic ground truth labeling function

φ : G 7→ Y

I Let Z = {zy}y∈Y be a set of single-node subgraphs equally appearing in all
graphs
I E.g., Z = {{ }y0 , { }y1} or equiv. Z = {{ }y1 , { }y0}

I Then, there exists
I an explanation extractor e(G) := zφ(G)
I and a classifier g(zy ) := y
I such that the SE-GNN g ◦ e implemented by GSAT, LRI, CAL, GMT-lin or SMGNN

achieves optimal true-risk.
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Ante-hoc Explainability - Degenerate SEGNNs
Theorem 1. (simplified)
I Let DG×Y be a data distribution with deterministic ground truth labeling function

φ : G 7→ Y
I Let Z = {zy}y∈Y be a set of single-node subgraphs equally appearing in all

graphs
I E.g., Z = {{ }y0 , { }y1} or equiv. Z = {{ }y1 , { }y0}

I Then, there exists
I an explanation extractor e(G) := zφ(G)
I and a classifier g(zy ) := y
I such that the SE-GNN g ◦ e implemented by GSAT, LRI, CAL, GMT-lin or SMGNN

achieves optimal true-risk.

e(G) =

{
if # ≥ #
if # > #

g(R) =

{
0 if R =

1 if R =
(1)
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Ante-hoc Explainability - Degenerate SEGNNs

Degenerate explanations are a threat:
I Explanations cannot be trusted
I Malicious attackers/providers can conceal the use of protected attributes

1. Attacker identifies an innocent target explanation
2. Then trains a SEGNN to solve the task autonomously while providing the designated

explanation
3. (note that the target explanation is chosen before solving the task …)
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Ante-hoc Explainability - Attacking SEGNNs

Dataset Task to predict Designated Expl. py
u

RBGV
If blue > red
nodes

Green node for y = 1,
violet node for y = 0

MNISTsp Digit number Top-left and bottom-
right y-th pixel

MUTAG
Mutagenicity
of molecules

H atoms for y = 0, C
atoms for y = 1

SST2P
Tweet sentiment
polarity ’,’ for y = 0, ’.’ for y = 1

Table: Examples of designated explanations.
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Ante-hoc Explainability - Attacking SEGNNs

Push the relevance scores of nodes
belonging to the designated explanation py

u
to 1 and the rest to 0:

min
g,e

∑
G,y

Lclf (g , e,G, y) + Lexpl(e,G, y),

Lexpl(e,G, y) := 1

|V |
∑
u∈V

BCE
(
e(G)u, py

u
)
.

Dataset Task to predict Designated Expl. py
u

RBGV
If blue > red
nodes

Green node for y = 1,
violet node for y = 0

MNISTsp Digit number Top-left and bottom-
right y-th pixel

MUTAG
Mutagenicity
of molecules

H atoms for y = 0, C
atoms for y = 1

SST2P
Tweet sentiment
polarity ’,’ for y = 0, ’.’ for y = 1

Table: Examples of designated explanations.
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Ante-hoc Explainability - Attacking SEGNNs

Natural Attack

Dataset Model Acc Acc F1 score

RBGV
GSAT 100.0 ± 0.0 99.1 ± 1.4 99.7 ± 0.2

DIR 99.8 ± 0.3 99.8 ± 0.4 99.4 ± 0.3

SMGNN 100.0 ± 0.0 100.0 ± 0.0 99.6 ± 0.2

MNISTsp
GSAT 94.7 ± 0.1 93.8 ± 0.1 93.6 ± 0.4

DIR 41.8 ± 20.6 94.7 ± 0.1 96.3 ± 0.2

SMGNN 89.9 ± 1.3 95.3 ± 0.2 94.9 ± 1.0

MUTAG
GSAT 80.6 ± 0.3 79.6 ± 1.0 95.0 ± 0.8

DIR 76.1 ± 2.7 77.5 ± 2.3 92.6 ± 2.6

SMGNN 79.2 ± 2.5 78.2 ± 1.1 94.9 ± 0.8

SST2P
GSAT 84.0 ± 0.9 82.6 ± 0.7 97.2 ± 1.1

DIR 84.3 ± 0.6 82.3 ± 0.6 95.8 ± 1.2

SMGNN 83.1 ± 0.6 82.8 ± 1.2 59.2 ± 11.5
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Ante-hoc Explainability - Attacking SEGNNs
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SEGNNs can be prompted to output unfaithful but plausible explanations.
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Ante-hoc Explainability - Detecting Degeneracy

Can we detect when an SE-GNN produces degenerate explanations?

Type Perturbations
I Metrics

Nec. Explanation removal Fid+, PN
Nec. Edge removal RFid+, Nec

Suff. Complement removal Fid-, PS, GEF
Suff. Edge removal RFid-, SimOAR
Suff. Complement swap Suf

Table: Faithfulness metrics.

Given a graph G and explanation R :
I Necessity: Perturb R

Nec(R) = EG′∼pR

[
1
{

g(e(G)) 6= g(e(G ′))
} ]

I Sufficiency: Perturb C = G \ R

Suff (R) = EG′∼pC

[
1
{

g(e(G)) 6= g(e(G ′))
} ]

Given a degenerate SE-GNN, how many explanations can each metric mark as
unfaithful?
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Ante-hoc Explainability - Detecting Degeneracy
How many degenerate explanations can each metric mark as unfaithful?

Dataset Model RejRatioI
Fid- Fid+ Suf Nec CF RFid- RFid+

RBGV
SMGNN 12 ± 19 20 ± 12 00 ± 00 - 05 ± 01 00 ± 00 -
GSAT 12 ± 21 15 ± 16 03 ± 03 - 50 ± 04 11 ± 09 -
DIR 32 ± 23 27 ± 24 03 ± 03 - 39 ± 08 08 ± 06 -

MNISTsp
SMGNN 88 ± 03 58 ± 04 99 ± 01 55 ± 05 92 ± 01 99 ± 00 75 ± 05

GSAT 65 ± 09 38 ± 05 99 ± 01 44 ± 05 95 ± 02 99 ± 01 61 ± 04

DIR 93 ± 03 55 ± 07 99 ± 01 54 ± 05 91 ± 01 99 ± 01 69 ± 07

MUTAG
SMGNN 59 ± 03 05 ± 04 99 ± 00 57 ± 04 55 ± 07 72 ± 03 65 ± 04

GSAT 21 ± 21 05 ± 02 99 ± 00 53 ± 07 68 ± 17 70 ± 14 61 ± 05

DIR 70 ± 13 04 ± 02 99 ± 00 54 ± 02 69 ± 08 75 ± 07 62 ± 04

SST2P
SMGNN 08 ± 02 44 ± 05 14 ± 05 - 23 ± 07 04 ± 01 -
GSAT 51 ± 31 19 ± 14 07 ± 10 - 37 ± 18 14 ± 03 -
DIR 50 ± 02 09 ± 06 12 ± 06 - 42 ± 10 05 ± 01 -

Table: Previous metrics can fail to reject degenerate explanations.
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Ante-hoc Explainability - Detecting Degeneracy

We propose a new faithfulness metric

Definition (EST). Let G be an input graph with prediction g(e(G)) and associated
explanation R = e(G). Then, EST estimates the sufficiency of R as follows:

EST(R ,G) = max
R⊆G′⊆G

1
{

g(e(G)) 6= g(e(G ′))
}
. (2)
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Ante-hoc Explainability - Detecting Degeneracy
Can we detect when an SE-GNN produces degenerate explanations?

Dataset Model RejRatioI
Fid- Fid+ Suf Nec CF RFid- RFid+ EST (ours)

RBGV
SMGNN 12 ± 19 20 ± 12 00 ± 00 - 05 ± 01 00 ± 00 - 48 ± 02

GSAT 12 ± 21 15 ± 16 03 ± 03 - 50 ± 04 11 ± 09 - 49 ± 03

DIR 32 ± 23 27 ± 24 03 ± 03 - 39 ± 08 08 ± 06 - 48 ± 03

MNISTsp
SMGNN 88 ± 03 58 ± 04 99 ± 01 55 ± 05 92 ± 01 99 ± 00 75 ± 05 100 ± 00

GSAT 65 ± 09 38 ± 05 99 ± 01 44 ± 05 95 ± 02 99 ± 01 61 ± 04 100 ± 00

DIR 93 ± 03 55 ± 07 99 ± 01 54 ± 05 91 ± 01 99 ± 01 69 ± 07 100 ± 00

MUTAG
SMGNN 59 ± 03 05 ± 04 99 ± 00 57 ± 04 55 ± 07 72 ± 03 65 ± 04 96 ± 01

GSAT 21 ± 21 05 ± 02 99 ± 00 53 ± 07 68 ± 17 70 ± 14 61 ± 05 94 ± 05

DIR 70 ± 13 04 ± 02 99 ± 00 54 ± 02 69 ± 08 75 ± 07 62 ± 04 97 ± 02

SST2P
SMGNN 08 ± 02 44 ± 05 14 ± 05 - 23 ± 07 04 ± 01 - 54 ± 04

GSAT 51 ± 31 19 ± 14 07 ± 10 - 37 ± 18 14 ± 03 - 62 ± 15

DIR 50 ± 02 09 ± 06 12 ± 06 - 42 ± 10 05 ± 01 - 49 ± 03

Table: Previous metrics can fail to reject degenerate explanations.
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Conclusions

We have shown:
I Ante-hoc Self-Explainable GNNs may output unreliable explanations

I we provide a sufficient condition under which these unreliable explanations achieve
optimal SEGNNs’ loss

I A malicious attacker can exploit this fallacy to deliberately conceal the features
the model relies on

I These fabricated explanations may go undetected by popular faithfulness metrics
I we propose a benchmark for faithfulness metrics
I we propose a novel, more robust faithfulness metric
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Questions!
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